Dated : 26.09.2019

No. C-12013/20/2000-Tech

NOTICE INVITING TENDER
Subject: CPCB invites sealed quotations from CERT-IN empanelled firms from Delhi/NCR for
“Cyber Security Audit of 3 E-governance Applications”
Introduction:
CPCB has devloped 3 E-govemance Applications for various activities of CPCB with the inhouse
capabilties. As per the requirement of the Govt. of India Security Audit needs to conduct in order for the
portal to be hosted on the NIC under cloud environment. So CPCB intends to carry out of Cyber Security
Audit of these 3 E-govemance Applications through CERT Empanelled Auditors from Delhi-NCR only.
Technical details of the 3 Applications is provided in the attached Annexure-1. Eligibility Criteria, Scope
of work, Submission of Bids and Terms & conditions are as follows:
Eligibility Criteria:
The Bidders/Firm should fulfill the following criteria for submitting their valuable bids.
1. CERT-in Empanelled firm from Delhi-NCR Only. Firms other than Delhi-NCR will not be considered
at any cost.
2. Self attaested copy of PAN/TIN no.
3. Self attested copy of GST Registration certificat�.
4. Self certification to the effect that the firm has not been banned/blacklisted by any Ministry/Department
in the past.
Scope of Work:
1. Auditor will identify the Application level vulnerabilities.
2. Provide recommendations for remediation of identified vulnerabilities and will co-ordinate with CPCB
developer in removing vulnerabilities.
3. Submit detailed report for each iteration of audit and a final report showing all vulnerabilities as closed
4. Finally certified the Web enabled applications tested as "safe for hosting".
5. Responsible for declaring web enabelled applications free from known vulnerabilities.
6. Auditor will issue Cyber Security Certificate and clearance certificate for each portal seperately from
NIC for hosting under Cloud environment.
7. The work would be completed within a period of one ( 1) month from the date of award of work at your
end.
Submission of Bids:
1. The Bidders should submit the technical documents as per eligibility criteria as mentioned above.
2. The Financial bid should be submitted as per the attached format at Annexure-2.

